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KEY TAKE AWAYS
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Wie bewerte ich Sicherheit in der
Cloud?
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Wie kann ich kontinuierlich auf
Sicherheit prufen?
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Wie wird Sicherheit zum
Standard?

AN T4
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Wie vermeide ich ernsthafte
Probleme?



WARUM SECURITY BY DEFAULT

Der schnellste Weg sollte auch der Sicherste sein

Cloud ermoglicht schnelle Entwicklung, aber auch schnelle
Fehlkonfiguration

Meiste Sicherheitsvorfalle entstehen durch:
«  Uberpriviligierte Konten
* Hartkodierte oder geleakte Secrets

* Fehlkonfiguration oder vergessene Einstellungen

Security by Default bedeutet: Sichere Einstellungen sind automatisch
der Standard und bilden die Grundlage

e Azure bietet starke Sicherheitsbausteine

* Teams mussen diese konsequent im Entwicklungsprozess
verankern

Warum Security by Default?
e Standards (1ISO27001), Regulatorien (CRA, NIS2, GDPR)
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DIE FUNE BAUSTEINE EINES S.ICHEREN
' AZURE SYSTEMS
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A01:2025 - Broken Access Control ~ A06:2025 - Insecure Design

- RBAC, Admin Logins, CORS, Elevation of Privilege ? - Threat Modeling
A02:2025 - Security Misconfiguration _ . A07:2025 - Authentication Failures
- Default Credentials, Log Configuration, Missing Security Defaults | -Weak Admin Password, Missing MFA
A03:2025 - Software Supply Chain Failures A08:2025 - Software or Data Integrity Failures
- Vulnerabilities in Containers . - Trusted Repos fur laC, CI/CD Environment Separation
A04:2025 - Cryptographic Failures '_ A09:2025 - Logging & Alerting Failures
- Fehlende Verschlusselung, Self Signed Certificates ., | -Sensitive Daten in Logs, Keine Logs fur verdachtige Aktivitaten
A05:2025 - Injection ' A10:2025 - Mishandling of Exceptional Conditions
-SQL, XML, Command Line, LDAP . - Sensitive Daten in Exceptions, Denial of Service
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THREAT MODELLING

Identifizieren, wo Schwachstellen sind

W Sample_Threst Model - Theeat Madelin

File Edit Nwew Settings Diagram  Re

Diagram 1 X Threat MOdellng

_ ) S PlantUML/Markdown, Microsoft Threat Modeling Tool, OWASP Threat
o § " AC Eadt TP Dragon, IriusRisk

enenc External
Interactor

Non-Functional Requirements

AuthN /AuthZ, Verschlusselung, Logging/Monitoring, Datenschutz,
Category = Descripbion = Justification Interaction = [Diagram Changed By ™ Last Modified Stat .. .
Spoafing 0% - Genenc Data Fl.. Diagram 1 Generated Mot Ve rfu gb a r ke It, cee

. Spoofing cD - Genenc Data Fl.. Diagram 1 Generated Mot
. Dlagr;rﬁ 1 Generated Mot

.. Diagram 1 Generated

Threat Properties

o 7 Diagram: Diagram 1 Status: Mot Started . Last Modified:  Generated STRIDE
Spoofing the O35 Process Process

Spoofing (Identitatsbetrug)

d by an attacker and this may lead to information disclosure by Generic Data Store. Consider using a standard authentication mechanism to identify

Tampering (Manipulation)

Priorty: igh * Repudiation (Abstreitbarkeit)

Threat Properties | Mates - no entries

Information Disclosure (Informations-Leaks)

Microsoft Threat Modeling Tool overview - Azure | Microsoft Learn

Denial of Service (Unverfugbarkeit)
Elevation of Priviledge (Rechteausweitung)

Alternativen: PASTA, AttackTrees, FMEA



https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool
https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool

FOUNDATION

Wie strukturiere ich meinen Azure
Tenant sicher?

Eine gute Tenant-Struktur ist die Basis fur
Sicherheit & Governance

Management Groups, Subscriptions,
Resource Groups

Subscriptions trennen
Verantwortlichkeiten und Risiken

Resource Groups strukturieren
Workloads

Klein starten, aber skalierbar denken

Je nach UnternehmensgroBe und Anzahl
der Teams

Je nach Billing (Enterprise Agremeent,
Pay as you go)

B wodkspace

|=Z)

AMBA-AL
Action
Groups

subset 5

I AMBA- gom

—u®

Security
Subscription
e Micraat
o el Other Security
gD o S @B | [Took Serie

& Resources

[ §-Tol-F Xy -

© &L 20 ®

For security logs

Netuwork: Def

AZ  Management sssignment assignment Watcher for

Management
subscription

Dashboards (Azure portal)
L
+ Dashboards

{ Aiting
= Change tracking

+ imvenbory mansgement

Log Analytics

Far piatform logs

@ <« °

Micrasoft nra 1D
Dormain Services

Role Policy
Management assigmment assigament

© = enterprise

o & Identity and access management

Brivisged imentity
[ maragemert

Envallmen/Bdling
Account

DepanmenyBiling
] Frafile
I -
Accoumimcice o
[
\ Microsoft Entra ID

bscription

icrosoft Customer

m On-premises

= App/DevOps
seription manager

= Other custom roles

.
*Service principals
«Security groups

Security

Management

2 0 @

Metwork  Defender Azure Update
Waicher for Cloud  Manager

ANBA

Cost

ALZ  hanagement assignment

Connectidty

fale

A1 subscription

""f“‘c:-: "J‘\’“j‘ Cast subscrgtion subseription subseription subscription
A L2 psnagement sssgnment sssgrment Landing zane 1
Groups  Alerts ) subscription
B Lancing zane
7] Subscriptions A2 subscription
On-p systems
Identity l Connectivity
subscription subscription
o s i | @
sereooes A
Protecton
VPN Expresifcute o
P \‘m‘r‘:g‘ ‘;‘:““”‘ DNS UDRs NSGs/ASGs @ A DNS b gy b viteal =1 virtual
5 o
o - O A Firewall . [;iq:', network
Resource groups Recovery ethaar y P Cprespae  Virtual network peering | peering
b services gt pirais Azure DNS Private: o &
= vault peerng ’ L Do Virtua
= = = ) haure Fircual PN Expresafo Q
1Eg = v GRS, D Qe
; Micrasch Entra 1D network - Asure Fiewall network Jpeenng
o b2 Da e L J region N \
\
Virtual netwark il & @ 2 0 % A
irtual networl - ‘ h
PN N DNS UDRs NSGS/ASGS Cont Role  Polcy  Netwerk Defercer Azune Update] AN
region Management assignment assignment Watcher for Cloud  Manager
l Resource groups
Py E:g’.i:y Landing zone P1 r
- o - subscription
EEE o vaults (F] P

twerk Defender Azure Upiiste
r forCloud  Manager

group and
0
Tenant root group
Management groups
L~
Contosa
!
~ T ) T B N 1
= parom =" Landing zones Decommissioned Sandbas
I |
=T - =y - = 1 3 1
* Secuiey | “Management | ©  identity “* Connectiviey Cop Online

Decommissionas

subscrigtion subscription 1

Sandbox
subscription 2

) Active Directory
Domain Services

Platform
DevOps
team

og DevOps

Git repository

O 0 wiiki

= Role defirstians

Baarels

= Blatfarm deplayment

Landing zone A2
subscription

. \VTrtuaI network

region 1 NS

Resource groups

Staorage (fle, blob)

Backup/Sin

“
N

. s Virtual netwiork
region N

Resource groups

--= =
]
1 —
. f
Dashboards Managed
LI (Azure portal) Identities

Q@ & e

2 Rl Policy

UDRs

UDRs

Sandbox
subscription

mm .
=== Applications

NSGs/ASGs

amm .
=== Applications

N3Gs/ASGS

|
|
|
|
|
i
Other }
|
|
|
|
|
i

Virtual machine SKU
applications
or
components —
| Compliant vinual
hl | machine tempiates
Shar_ed | H
B services | |
1

20 @

Netwark Defench
+ Watchas fnr Ol

da

- i

9 « .
Cost Bole Folicy Memwork
Management assignment  assignment  Watcher

 Hecess crestentials

What is an Azure landing zone? - Cloud Adoption Framework | Microsoft Learn

2

Defender
for Cloud

Desired State Configuration


https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/
https://learn.microsoft.com/en-us/azure/cloud-adoption-framework/ready/landing-zone/

Microsoft Azure
Home Privileged Identity Management | My

My roles | Azure resources =

Privileged Identity Management | b es

'3?_,-' Refresh El Open in mobile -'-1 Got feedback?

Eligible assignments  Active assignments Expired assignments

Role 14  Resource T4 Resource type TL  Memberst

Contributor rg-flows-euw Resource group Direct

0 6 0 7 [mmasmols

Activate - Contributor

Privileged Identity Management | Azure res

Roles  Activate  Scope

[ ] Custom activation start time

Duration (hours) ()
—_—_—_—_—_—_ h

Reason (max 500 characters) * (0

IDENTITY & ACCESS

Wer bekommt welche Berechtigung?

Entra fur Berechtigung
* Gruppen definieren, statt Berechtigung fur Einzelpersonen
* Keine Admin Logins oder Access Keys nutzen

 Custom Roles statt Contributor by Default

Privilege Identity Management (PIM)
* Userkdnnen sich zusatzliche Rechte beschaffen nach Freigabe

* Nichtjeder hat direkt Zugriff auf Production

Adminzugang
* Plattform und App Admins trennen
* Conditional Access nutzen

* Notfallzugang klaren (Breaking Glass Accounts)



ENTWICKLUNG

Passwortloser Zugriff als Standard

Secrets gehoren nicht in den Code

* Key Vault schutzt Secrets, die es doch noch braucht

Managed Identities und Entra Authentifizierung nutzen
* Secretless mit Entra basierter Authentifizierung

* Client Credentials oder mTLS (Zertifikate) statt APl Tokens

Service Principle und Workload Identities fur Pipelines

* Ein Service Principal pro App pro Environment fur saubere Isolation

'w Access control ([AM)

< Application

~ fbtestcaapi | Identity »

onita pp

‘ System assigned | User assigned

A system assigned managed identity is restricted to
(Azure RBAC). The managed identity is authenticate

Refresh

Ta g5

? [hagnose and solve problems

Resource visualizer

Object {principal) 1D |

M Revisions and replicas 41af2c7f-f235-4dc7-965a-5b711b69b33f

Containers Permissions (L)
| Azure role assignments |

Volumes

Settings ﬂ This resource is registered with Microsoft Entra I
it can result in faillures. Leam more

Deployment

onnector

S ST
preview)

Resiliency (praview)


https://dependencytrack.org/
https://dependencytrack.org/
https://dependencytrack.org/

Template: C:\dev\openspaceplanner\projects\Common\src\Infrastructure\containerAppEnvironment.bicep
Root Template: C:\dev\openspaceplanner\projects\OpenSpacePlanner\src\Infrastructure\main.bicep
AZR-0808363: Disable public access
Severity: High
Recommendation: Consider disabling public network access.
More information: https://azure.github.io/PSRule.Rules.Azure/en/rules/Azure.Containerap
p.PublicAccess/
Result: Failed
Line: 23

Template: C:\dev\openspaceplanner\projects\Common\src\Infrastructure\containerRegistry.bicep
Root Template: C:\dev\openspaceplanner\projects\OpenSpacePlanner\src\Infrastructure\main.bicep
AZR-800085: Disable ACR admin user
Severity: High
Recommendation: Consider disabling the admin user account and only use identity-based a
uthentication for registry operations.
More information: https://azure.github.io/PSRule.Rules.Azure/en/rules/Azure.ACR.AdminUs
er/
Result: Failed
Line: 30

Template: C:\dev\openspaceplanner\projects\Common\src\Infrastructure\sqlServer.bicep
Root Template: C:\dev\openspaceplanner\projects\OpenSpacePlanner\src\Infrastructure\main.bicep
AZR-800186: Use Advanced Threat Protection
Severity: High
Recommendation: Consider enabling Advanced Data Security and configuring Microsoft Defe
nder for SQL logical servers.
More information: https://azure.github.io/PSRule.Rules.Azure/en/rules/Azure.5SQL.Defende
rCloud/
Result: Failed
Line: U@
AZR-000187: Enable auditing for Azure SQL DB server
Severity: High
Recommendation: Consider enpabling auditing for each SQL Database logical server and rev
iew reports on a regular basis.
More information: https://azure.github.io/PSRule.Rules.Azure/en/rules/Azure.SQL.Auditin
g/
Result: Failed
Line: u@
Rules passed: 8

TESTING & VALIDATION

Sicherheit wahrend des Deployment prufen

Infrastructure as Code fur Security Defaults
* Don’treinvent the wheel: Azure Verified Modules

» Zentral fur alle Teams bereitstellen

SAST fur Infrastructure as Code

* Checkov, Trivy, Azure Template Analyzer, Bandit, ...

Pre-Deployment Approval

«  Wer darf Anderungen freigeben?

* Was wird gerade deployed? (Dependencies, Secrets, ...)

Azure Policy
e Security Defaults erzwingen

* Alerts bei Nichteinhaltung von Standards



BETRIEB

Sicherheit nach dem Deployment kontinuierlich prufen

Monitoring & Threat Protection

Compliance & Governance
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Microsoft Defender for Cloud

Microsoft Sentinel

Azure Log Analytics

Activity Logs

Diagnostic Logs

Azure Policy

Micro

Sho tions

rch

General

0

. Cloud Security Explorer

&

Overview

Setup
Recommendations
Attack path analysis
Security alerts

Inventory

Workbooks
Community

Diagnose and solve
problems

Cloud Security

J Security posture

Regulatory compliance

Workload protections
Data and Al security

Network security

-

soft Defender for Cloud | Recommendations

fanage view v () Refresh | Download CSV report g Ope

{EJ We are looking for your feedback! Share with us your thoughts about th

Environment 0 Azure 5 AWS 0 9
type: subscriptions accounts

Defender CSPM

_ Recommendations by risk
< Y@ Prioritized by rce level risk factors and

Status == 3 selec

Recommendation

Risk level (O
Notevaluated @ 2 Al network ports should be restricted on nei
Notevaluated @ Auditing on 5QL server should be enabled

Notevaluated @ 7 Auditing on 5QL server should be enabled

e ‘ of 3 ‘ Next >



| @ = | ’
! ! b P P |
J ° | | | | | | | |
DEV Team < re r&)
| Public Subnet Private Subnet Connector Subnet

Point-to-Site /
VPNTunpel % &= — — — — — — — — > - — - — — — -
DEV Spoke -
10.1.0.015 -
- S -7
— ~ _ _ -
[ | f I | - Virtual Network
‘ | | |« - Peering R
| < ‘ < | s
[ | stetoste || | | T Pl
| ‘ VPNTumnel | Lo | |
| | |
| | Gateway Subnet | I
| | |<— —————— T e =TT » [ | [
- — 3l &l
! I | f | | Peering | ) o> _
|
@ [ | | | | I Public Subnet Private Subnet
R L ¢
On-Premise ! - - Virtual Netwark S Spok; **************
| MDP Subnel ' Tm P 10.4.0.015
Y -~
Hub T~
10.211.0.016 T e
/
| f I f | 4 |
| | | I | | |
| [ | [ | [ |
2 R % N 25 S
I Public Subnet Private Subnet Connector Subnet
PRD Spoke
10.7.0.0015

NETWORK SECURITY

Fir alles, was nicht Offentlich sein darf

Virtual Networks
 Segmentierung nach Workload / Umgebung
e Klare Subnet-Trennung (App, Data, Shared Services)

* Grundlage fur isolierte, private Kommunikation

Network Security Groups (NSG)
* Layer-4-Firewall pro Subnet oder NIC
* Least Privilege Ports: Nur explizit erlaubte Flows

* Logging & Flow Logs fur Analyse

Private Endpoints

* Private IPs fur Public Services

VPN Gateway
* Sicherer Dev-Zugriff auf interne Ressourcen

* Point-to-Site mit Zertifikat oder Entra ID Auth



https://www.zaproxy.org/

RESILIENCY

Schutz vor falschlicher Modifikation

Anti Tampering

* Resource Locks (Delete, Read-Only)
* Soft-Delete & Purge Protection

* Azure Policy

* Immutable Storage

Backup & Restore
* Disaster Recovery Strategy
* Azure Backup

* Backup & Restore in Resourcen (Azure SQL, Storage, ...)
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Microsoft Azure
Home containers

containers | Locks

Overview
Lock name

Activity log
DeleteLock
Access contral (IAM)
b Tags
Resource visualizer
Events
Settings

Home Key vaults > fbtestcafuncky
Deployt

Security
Deployt
Policies . .
Overview
Propert Activity log
Locks Access control (JAM)
p Tags
{ Diagnose and solve problems
Access policies
Resource visualizer
Events
Objects
Settings
Access configuration
Networking

Microsoft Defender for
Cloud

HH Properties
Locks

~ Monitoring

Can a resource locked for ‘ReadOnly’ be modified? How do locks pt

Refresh D'j Feedback

Lock type

Delete

11! fbtestcafunckv | Properties
it

ve X Discard changes Refresh
Name fbtestcafunckv
Sku (Pricing tier) Standard
Location westeurope
Vault URI | http bt rvault.azure.net/
Resource 1D | ubscription
Subscription ID
Subscription Name
Directory ID
Directory Name | AAD - Florian Bader
Soft-delete Soft delete has been enabled on this key vault
Days to retain deleted vaults

Purge protection
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Sicherheit entsteht im Design

Kontinuerliches und
automatisiertes Prufen auf
Sicherheit ist notwendig
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Infrastructure as Code hilft
Sicherheitsstandards zu
etablieren

AN T4
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Resilienz ist Teil
der Sicherheit
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